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Abstract. Recently, advances in computers and high-speed communication tools have led to enhancements in remote medical
consultation research. Laws in some localities require hospitals to encrypt patient information (including images of the patient)
before transferring the data over a network. Therefore, developing suitable encryption algorithms is quite important for modern
medicine. This paper demonstrates a digital image encryption algorithm based on chaotic mapping, which uses the no-period
and no-convergence properties of a chaotic sequence to create image chaos and pixel averaging. Then, the chaotic sequence is
used to encrypt the image, thereby improving data security. With this method, the security of data and images can be improved.
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1. Introduction

Telemedicine includes remote medical imaging, remote diagnosis, and consultation, such as remote
nursing. This technology has been developed globally for about 40 years, but it has only recently been
studied in China, where it has faced obstacles due to laws requiring encrypted image data [1,2]. This
paper puts forward a new algorithm that combines traditional image encryption and image hiding with
chaos theory. This technique can encrypt an image, and then extract the original image from the en-
crypted image. This technique could advance Telemedicine in China by providing a reliable method of
sharing encrypted images.

2. The Traditional digital image encryption algorithm

2.1. Logistic chaotic sequence

Due to the wide application of chaos theory, the chaotic sequence has become a focal point in digital
encryption. The traditional algorithm uses confusion and diffusion; confusion relocates pixels, and dif-
fusion changes pixels. The basic formula of logistic chaotic mapping is z,+1 = p(1 — ), p € (0,1),
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(a) plain-image (b) cipher-image after confusion (c) cipher-image after diffusion

Fig. 1. The result of traditional image encryption.

x, € (0,1)). The logistic chaotic sequence has sensitivity to the initial value. Changing the initial value
produces a totally different output. Thus, this algorithm can ensure that the key to solve the encrypted
image is unique.

2.2. The traditional encryption algorithm steps [3,4]

Step 1: The plain-image is a matrix of M x N. The logistic mapping generates a chaotic sequence
L and selects M x N numbers to form the chaotic sequence L = [ly,l2,l5. ..y« n], Which
is used for image encryption; then, the numbers are arranged in order. Then, the sequence
H = [hy,ha,hs...hyrxn| is obtained with the values listed in order. Then, the plain-image is
transformed into a one-dimensional array. The plain-image relocates its pixel locations according
to sequence H to produce the chaotic image C'.

Step 2: The key sequence in the diffusion process can be determined by Eq. (1). The sequence turns
decimals into integers in the equation.

L'(i) = mod(round(10000 x L'(i)), 256) (1)
Step 3: The final cipher-image can be determined by the operation of XOR, as shown in Eq. (2).
D(@i) = L'(i) ® C(i), (2)

Step 4: Output the cipher-image, as shown in Fig. 1.

3. The image hiding algorithm based on image transfer

In this paper, the image is encrypted into a carrier image in accordance with the hiding method to
obtain the cipher-image [5]. This enhances the effect of image hiding and hinders unauthorized decryp-
tion [6,7].
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Fig. 3. Chaos sequence’s sequence diagram. Fig. 4. Sequence diagram after cutting off.
3.1. Image encryption process improvement

Step 1: Set the original image as the matrix A with a size of M x N. According to the principles of
traditional algorithms, the confusion process begins with the first point. In the improved algorithm,
setting a unique confusion starting point can increase security. In this way, the starting point also
becomes part of the secret key encryption, which greatly improves key security. The original image
is then changed into a one-dimensional array B; the values in sequence B are rearranged in accor-
dance with the arrangement in sequence L. Then, the output image is moved into a matrix with a
size of M x N. Figure 2 shows the chaotic image.

Step 2: The image histogram does not change during the confusion process. It cannot effectively resist
the statistical attack. The diffusion process should be used to average the pixel distribution.
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Fig. 5. Cipher-image after improved diffusion.

Equation (1) describes the method to turn the chaotic decimal sequence into integer sequence
L’ (). Figure 3 describes the Chaotic Sequence, it influences the randomness an d complexity. The
middle uniform part can be used as a diffusion sequence to improve the encryption result, as shown
in Fig. 4. Thus, multiple diffusion processes can be used, following Eqs (3-8).

B1(i) = L'(i) ® B(i), 3)
CL()) =By (i) ® By (i—1); (4)
By (i) = Cy (i) ® L' (i), 6)
Co (i) = B2 (i) ® Bz (i — 1); (6)
By (i) = L (i) ® Cp1 (4) ™
Chn (1) = By (i) ® Bp—1 (i — 1) 8)

In this paper, we rounded n = 4 to get the encryption image shown in Figs 3-5.
Step 3: Image Hiding Process.

Considering the hiding result, the pixel of the chosen carrier image is similar to the plain-image. After
the hiding process, the appearance of the final image is the same as the carrier image, so it can effectively
withstand unauthorized decryption. In this section, image encryption is combined with image hiding to
enhance security.

Equation (9) shows the image hiding interpolation formula, where F' is the carrier image, C' is the
plain-image, S is the final hidden image, and a is a constant parameter.

S(x,y) =aF (z,y) + (1 —a)C (2,y); ©)
The inverse hidden formula is:
C(z,y) = (S (z,y) —aF (z,y))/ (1 —a),a € (0,1) (10)

As a increases, the hidden image is more similar with the carrier image F'. When a equals 1, it becomes
the carrier image F'. To avoid this mistake, a is replaced by a calculation formula of limits in the final
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Fig. 8. The result of improved algorithm. (a) the histogram of plain-image; (b) cipher-image after improved confusion; (c)
cipher-image after improved diffusion; (d) the histogram of cipher-image after improved diffusion; (e) carrier image lena; (f)
the histogram of carrier image lena; (g) cipher-image after hiding; (h) the histogram of Fig. 7(g).

Eq. (11).
Sy =(1- )P+ (1-(1-1)) (an

The inverse hidden formula is:

zy)— (1-12 x
C (ay) = 2! ’y)l _(21 _Z))F( Y. (2 £0) (12)
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Table 1
Result analysis

Number PSNR

Figure 1(a) and Figure 7(e)  18.3305
Figure 7(e) and Figure 7(g)  42.8684
Figure 1(a) and Figure 7(c)  17.2233

(d)

(e) (h)

Fig. 9. The result of images after one-level wavelet decomposition. (a) one-level wavelet decomposition of image after hiding;
(b) one-level wavelet decomposition of carrier image; (c) the detail component after one-level wavelet decomposition of hidden
image; (d) the detail component after one-level wavelet decomposition of carrier image; (e) the horizontal component after
one-level wavelet decomposition of hidden image; (f) the horizontal component after one-level wavelet decomposition of carrier
image; (g) the high-frequency of component along the diagonal of hidden image after one-level decomposition; (h) the high
frequency component along the diagonal of carrier image after one-level decomposition.

As shown in the Eq. (12), = controls the result of the hiding process without increasing computational
complexity. In this paper, Fig. 6 was chosen as the carrier image and Fig. 7 was chosen as the cipher-
image after hiding.

4. Performance and security

A usable image encryption should be capable of hiding the plain image in the carrier image [8]. In this
section, the histogram and wavelet decomposition were performed on the proposed image encryption
scheme, as shown in Fig. 8.

Through the confusion, diffusion, and hiding, the plain image was hidden in the carrier image. The
histograms of Figs 8(f)—(h) are similar. To distinguish the two images, this paper used secondary wavelet
decomposition to decompose the high and low frequency components. This method clearly shows the
differences between the two images.

Figure 9 shows the high and low frequency components after one-level wavelet decomposition. The
low frequency components of one-level decomposition between the two images (Figs 9(c)—(d)) are the
same. However, the two images after one-level wavelet decomposition are very different in the horizontal
and diagonal directions. The low frequency components determine the main outline of the image, while
the high frequency components represent the images’ details.
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Comparing the images shows that the outline of the hidden and carrier images are basically identical,
resulting in histogram formation.

To further analyze the image hiding effect, the article introduced PSNR [9] (Peak signal-to-noise) to
measure the carrier and hidden images. The PSNR equation is shown as Eq. (13).

M x N x 2552
N
;1 [B (27]) _G(Z7])]2

PSNR is a method for measuring image fidelity. According to Table 1, the carrier and hidden images had
the highest PSNR values. This illustrates that the two images are very similar, resulting in a high degree
of image hiding.

PSNR = 101og 10 (13)

M=

=1

5. Conclusions

This paper combines image encryption and hiding to form a new algorithm, which could be useful
for telemedicine. The algorithm sets a new starting point during confusion, which greatly expands the
secret key space, adopts multiple iteration operations, and uses its own pixel values to execute XOR,
which improves the average pixel value after diffusion. Finally, the encrypted image is loaded into the
carrier image to further improve the security of the plain image, which compensates for the deficiency
of the single encryption method. Future studies will address image encryption algorithm keys and the
other relevant topics in the field of telemedicine.

Acknowledgements

This work is supported by the Education Fund of the Education Department 110 of Liaoning, China
(L20150171). This work is supported by the Ministry of Education Fundamental Research 112 Project,
National Seed Fund Project, China (N151904001). This work is supported by National Natural Science
Foundations of China (61302013).

References

[1] Lin Qiu-hua, Yin Fu-liang, Mei Tie-min, et al. A blind source separation-based method for multiple image encryption [J].
Image and Vision Computing, 2008, 26: 788-798.

[2] Chen Gang, Zhao Xiao-yu, LiJun-li. A self-adaptive algorithm on image encryption[J]. Journal of Software, 2005, 16(11):
1975-1982.

[3] FuC, ChenlJJ. A chaos-based digital image encryption scheme with an improved diffusion strategy. Optics Express. 2012,
20(3): 2363-2378.

[4] Zhu Zhiliang, Zhang Wei, Wong K-W, et al. A chaos-based sym-metric image encryption scheme using a bit-level per-
mutation [J]. Information Sciences, 2011 (181): 1171-118.

[S] Acharya B, Patra SK, Panda G, Image encryption by novel cryptosystem using matrix transformation, 2008, Washington
DC: IEEE Pres, 2008: 77-81.

[6] Gao Tie-gang, Chen Zeng-giang, A new image encryption algorithm based on hyper-chaos[J], Physics letters A, 2008
(372): 394-400.

[7] C.C. Chang, M.S. Hwang, T.S. Chen, A new encryption algorithm for image cryptosystems, J. Syst. Softw. 58 (2001):
83-91.



S442 Y. Dai et al. / Research on medical image encryption in telemedicine systems

[8] N.K. Pareek, V. Patidar, K.K. Sud, Image encryption using chaotic logistic map, ImageVision. Computer. 24 (2006):
926-934.

[9] U.P. Rajendra Acharya, S. Bhat, S. Kumar, L.C. Min, Transmission and storage of medical images with patient informa-
tion, Computer Biomedical. 33 (2003): 303-310.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


