
Integrated Computer-Aided Engineering 22 (2015) 243–260 243
DOI 10.3233/ICA-150487
IOS Press

Encryption based partial sharing of CAD
models

X.T. Caia, F.Z. Hea,∗, W.D. Lib, X.X. Lib,c and Y.Q. Wua
aSchool of Computer Science and Technology, Wuhan University, Wuhan, Hubei, China
bFaculty of Engineering and Computing, Coventry University, Coventry, UK
cCollege of Science, Huazhong Agricultural University, Wuhan, Hubei, China

Abstract. Model security for collaborative product development in a networked environment (or called networked manufacturing,
grid manufacturing, and cloud manufacturing) is an important and also challenging research issue. An encryption based partial
sharing approach for CAD models has been developed and presented in this paper. First, a random invertible decimal matrix to
support the encryption approach is proposed, with which parts of a CAD model can be selected flexibly by the model owner
for encrypting by different keys; Second, in order to guarantee the security, a dual-key mode and a key based authorization
mechanism are proposed. Based on the model, different levels of security are achieved based on different key spaces, and the key
based authorization mechanism is used for the model owner to control the partial access of the CAD model flexibly.
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1. Introduction

Collaborative product development (or CPD in the
following) is the inevitable development trend [1,2].
In order to optimize design and manufacturing re-
sources, enterprises have been increasingly develop-
ing their products within collaborative value chains
in a networked environment. CPD can integrate var-
ious cross-regional and cross-enterprise superior re-
sources smartly and dynamically [3,4]. For instance,
using such a CPD approach, a product development
task is decomposed into several sub-tasks by an OEM
(Original Equipment Manufacturer), and the sub-tasks
are carried out by different suppliers geographically lo-
cated. Designers from different enterprises design the
product by sharing the product model interactively.

A critical research challenge in CPD is how to en-
sure the security of CAD model sharing. Product de-
sign knowledge is the core-competitiveness of an en-
terprise, and the design data (e.g., CAD models) con-
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tain a lot of confidential information (such as design
knowledge, design parameters and so on) reflecting
the design intent, capacity and capability of the en-
terprise [5]. Therefore, direct sharing of CAD mod-
els during CPD without proper encryption has high
risks as follows: (1) The confidential information of
design may not be safely kept during the sharing of
CAD models; (2) Another critical issue is that if a CAD
model is shared to other designers, the reuse and fur-
ther transmission may be uncontrollable; (3) The CAD
model data may be captured by unauthorized users
when it transformed in the network [6]. As thus, many
enterprises are conservative to take the full potential of
the Internet to implement CPD though there is a strong
need there. As thus, it is imperative to improve the se-
cure sharing of CAD models for CPD.

In CPD, CAD models may be shared frequently
among the distributional users [7]. A typical collabo-
ration scenario is as Fig. 1. In the local site, when a
CAD model containing design information is shared,
some parts of the CAD model should be protected in
different security levels according to the access level
of users in the design chain. First, if the part of CAD
model is private to its designer, it should be hidden and
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Fig. 1. A typical scenario of the secure sharing of CAD.

not shown to all the others (private part); Second, if a
part of a CAD model is only shared to an authorized
user, it should be hidden and can be set to be accessible
by this user (limited public part); Third, if the part of a
CAD model is public to each users, it needn’t to be hid-
den (public part). In the remote site, according to the
authorization from the CAD model owner, the related
second kind of part is recovered, shared and interoper-
ated. The first kind of parts and unauthorized second
kind of parts are still hidden.

Based on the above observations, to ensure the secu-
rity, there are three needs – partial protection of CAD
models, different levels of security and flexible autho-
rization mechanism for partial access of CAD models.
Some research works have been presented for the se-
cure sharing of CAD models to support CPD. How-
ever, there is yet no sound solution to meet the above
requirement effectively. In this paper, an approach of
encryption based partial sharing of CAD models is pre-
sented. The characteristics of this approach includes:
(1) A random invertible decimal matrix for partial en-
cryption of a CAD model is proposed. The sketches of
the confidential parts are transformed randomly by a
random invertible decimal matrix, and the confidential
information can be hidden by the shape change related
to this confidential part; (2) The encrypting key spaces
for different security levels are different; (3) A dual-
key mode is proposed for the generation of the encrypt-
ing keys, which can improve the security and provide a
flexible authorization mechanism for partial access of
CAD models.

The remainder of this article is organized as follows.
Section 2 includes the related works about the secure

sharing of design data in the CPD. Section 3 introduces
the architecture for the encryption based partial sharing
of CAD models. Section 4 explains the random invert-
ible decimal matrix for the partial encryption method.
Section 5 presents the dual-key model for the partial
encryption. Section 6 shows a case study, and some
conclusions and comparisons are made in Section 7.

2. Related work

The Internet provides convenience for the infor-
mation sharing, but simultaneously, also brings the
security-risks during sharing. Security-risks have been
becoming barriers to implement CPD via the Inter-
net. According to the theory of the information secu-
rity, there are two main requirements to ensure secu-
rity during information sharing: (1) Information hid-
ing: a unauthorized user cannot access the confiden-
tial information; (2) Information authentication: the in-
formation has a verification capacity which can ensure
the information has not been changed [8]. Various re-
search works about the secure sharing of CAD mod-
els have been developed according to the above two re-
quirements [9], and the main approaches can by clas-
sified in Table 1. More technical details are expanded
below.

2.1. Watermark

The “watermark” concept was first proposed by
Tirkel [10]. The digital watermarking technology is
used for the intellectual property protection and the in-
tegrity authentication of the electronic files. The cre-
ation information and logo of a creator are embedded
in an electronic file in the form of unaware watermark
which cannot be removed during sharing, and the wa-
termark can be detected by a special software pack-
age [11,12]. Various watermarking methods were de-
veloped for the intellectual property protection of 2D/
3D CAD models [13–23]. However, in a CPD environ-
ment, CAD models are needed to be shared safely, and
watermark is not appropriate for sharing design infor-
mation (design knowledge, parameters and so on) in a
secure means. As thus, the design information can still
be obtained by other users and a CAD model can be
recreated without the watermark relatively easily.

2.2. Access control

Access control is an important security method in a
networked environment, the access of the special re-
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Table 1
Security method in the collaborative product development

Security method Security requirements Characteristics
A B C D Purpose Problems

Watermark
√ √

Protect the intellectual property by embedding the wa-
termark in CAD models

The design information (design
knowledge, parameters and so on)
cannot be hidden by watermark in
a safe way.

Access control
√ √

Control the access of the design data (e.g., CAD models)
by a user’s authorization according to a group of access
control rules

Unable to support the partial infor-
mation protection of a CAD model

Multi-level data
sharing based on
the multi-resolution
approach

√ √
The main purpose of the multi-resolution approach is to
simplify a CAD model during the data sharing in a net-
work with limited bandwidth. Few research works used
the approach to hide the design information for CPD

It can realize the secure sharing of
the partial CAD model to some de-
grees, but not flexibly

Encryption of CAD
models

√ √
Hide the design information by the encryption technol-
ogy

No research about the encryption
of CAD models

Notes: A-Information authentication; B-Information hiding; C-Architecture-level security; D-Data-level security.

source in the networked environment is controlled by
a user’s authorization. The related works can be classi-
fied in the following categories.

The general access control approaches. The ac-
cess control appeared in the 1970s. Lampson initi-
ated the concept of access matrix, and later the ac-
cess control became an important approach for in-
formation protection in networked environments [24].
Conway used the concept of secure matrix for ac-
cess control, and standardized the secure matrix and
finally presented the theory of discretionary access
control [25]. Later, many access control approaches
were developed. Based on the experience of the former
research, Sandhu proposed a role based access con-
trol approach (RBAC96) [26]. Task-role-based Access
Control was proposed by OH [27], and Usage Control
called the next generation of access control model was
presented [28,29].

The access control approaches of files for CPD. In
order to support CPD, many special access control ap-
proaches were developed. van der Hoeven proposed
an access control based CAD architecture [30], but
the access control is still file based. Stevens devel-
oped an ADOSX system which can handle CPD be-
tween two enterprises, while the system just focuses on
the access control of files [31]. Cera developed a se-
cure access control mechanism for 3D models [32], but
the method mainly supports the collaborative view of
product models not the full-scale collaborative design.
Leong devised a security approach for a distributed
product data management system, which combines the
Lampson’s access matrix and Bell and LaPadula’s se-
curity labels, and it is still file based [33].

The sharing space based access control approaches
for CPD. Considering the frequent sharing of design

The general 
access control 
approaches

The access 
control 
approaches of
files for CPD

The sharing 
space based 
access control 
approaches for 
CPD

The multi-
method based 
access control 
approaches
for CPD

Referece:[24-29] Referece:[30-33] Referece:[34-36] Referece:[37-40]

Fig. 2. The evolvement process of the access control method for the
collaborative product development environment.

data, sharing space based access control methods were
proposed, in which a secure sharing space was de-
signed. Bullock developed a space approach for the
2D/3D collaborative environment [34]. Kamel pre-
sented a dynamic data sharing and security approach
for CPD [35], and Chang developed the security sys-
tem for sharing engineering drawings in the sharing
space [36].

The multi-method based access control methods for
CPD. In order to improve the security of CPD, multi-
method based access control methods were proposed,
and some other security methods are combined with
the access control to ensure better security. Yao devised
a security model of data for collaborative design and
management system combining multi security meth-
ods with the access control [37]. Chang developed a se-
curity system for sharing CAD drawings which used a
multi-method approach [38]. Speiera also used a multi-
method approach to mitigate product safety and secu-
rity risks [39]. Hao defined a network security mecha-
nism for the collaborative combined VPN (Virtual Pri-
vate Network) and access control [40].

The access control method constructs a secure CPD
environment based on the architecture-level, and the
evolvement process is shown in Fig. 2. Unfortunately,
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all the existed general and special access control ap-
proaches used in CPD are file based, and they cannot
handle the case that the CAD model contains both con-
fidential information and sharing information.

2.3. Multi-level design data sharing based on the
multi-resolution models

The multi-resolution model can be used for the
secure sharing of partial CAD models. The multi-
resolution model is an important information simplifi-
cation and hidden approach.

Multi-resolution mesh model. In the past, a solid
model is changed to a mesh model, and then the mesh
model is transformed to a multi-resolution mesh model
for model simplification [41]. Han proposed a multi-
resolution modeling approach of CAD models to sup-
port collaborative design [42], Qiu designed a T-Curve
based simplification method for CAD models [43], and
Li present a 3D simplification algorithm for distributed
visualization [44]. All of the methods are mesh model
based. However, a mesh model lacks design informa-
tion (history, features, parameters and so on) to support
interoperation in CPD.

Multi-resolution B-rep, solid and feature modeling.
Belaziz provided an analysis tool of a B-rep model,
which can delete some features without any complex
Boolean operations [45]. Seo proposed a B-rep based
multi-resolution modeling method based on the Wrap-
Around [46]; Kim integrated Wrap-Around, Smooth-
Out and Thinning to develop a new B-rep based multi-
resolution modeling method [47]. Lee designed the
Progressive Solid Model (PSM) to support the multi-
resolution solid model [48]. Lee developed a fea-
ture based multi-resolution modeling method [49,50],
which is based on the calculation of the “valid vol-
ume”.

Combination of the multi-resolution feature model
and the access control. Cera combined the multi-
resolution modeling and access control to realize the
access control of multi-level CAD model [51,52]; Chu
focused on multi-level data sharing based on the multi-
LOD (Level of Detail) models in CPD [53,54]. Li pro-
posed a matrix-based modularization approach for sup-
porting secure collaboration in parametric design [55].

The multi-level design data sharing based on the
multi-resolution models can realize the secure shar-
ing of a partial CAD model in some degrees, and its
evolvement process is as Fig. 3. However, this method
is not flexibly enough due to the following limitations:
1) The information hidden is in a total mode; 2) The
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Fig. 3. The evolvement process of the multi-level design data sharing
based on the multi-resolution models.

hidden information cannot be selected by the model
owner; 3) The approaches cannot support interopera-
tion freely because the sharing model is not complete.

2.4. Data encryption

Data encryption is an important approach for the in-
formation hidden in the network. It can ensure that
the hidden information cannot be obtained by unau-
thorized users [56,57]. In recent years, the encryption
methods have been widely used for multi-media data,
such as the image encryption. Due to the complex-
ity, there are a few research works about 3D models.
Huang proposed a method of encrypting 3D data infor-
mation with virtual holography [58]. Esam proposed
secured sharing approaches for 3D mesh model en-
cryption [59]. Naveen developed an encryption based
multi-level data access control for the partial data shar-
ing of the images in the collaborative environment [60]
On the other hand, until now, there are few research
works about the encryption of CAD models.

2.5. Summary of the related work

As discussed earlier, the requirements for sharing
CAD models are complex. Based on the above discus-
sion, the existing research works for the secure sharing
of design data have following main shortages: 1) Lack
of flexible partial protection mechanisms; 2) Lack of
the different levels of security; 3) Lack of flexible
authorization mechanisms for partial access of CAD
models.

3. The architecture for the encryption based
secure sharing of the CAD model

A novel approach of encryption based partial shar-
ing for CAD models is presented in this paper. The in-
novations of the approach include: 1) Partial encryp-
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Fig. 4. The architecture for the encryption based secure sharing of
the CAD model.

tion for CAD models, which means that the encrypted
parts are decided by a model owner; 2) Different levels
of security, i.e., three security levels are proposed and
different key spaces are generated for different security
levels. 3) Key based authorization mechanism for par-
tial access of CAD models, with which the CAD model
owner can authorize other users to access related parts
of a CAD model by encrypting keys.

The architecture for the developed approach is
shown as Fig. 4. The kernel of the architecture contains
four main components: 1) Partial encryption; 2) Partial
decryption; 3) Generation of encrypting keys; 4) Key
space Database (DB). In CPD, two types of CAD mod-
els are defined as follows.

Definition 1. Local CAD Model. The CAD model is
owned in a local site.

Definition 2. Remote CAD Model. The CAD model is
received from a remote site.

3.1. Partial encryption

This component is used to encrypt a CAD model
partially according to the intention of the model owner.
In a local site, before a CAD model is shared, some
parts should be partially encrypted to protect the con-
fidential information.

In CPD, the partial secure demand of a CAD model
contains the following three cases: 1) The part of a
CAD model is private, which can’t be shared by the
others; 2) The part of a CAD model can be shared by
the authorized users; 3) The part of a CAD model is
public, which can be shared by all the others. Accord-

ing to the secure demand, three security levels are de-
fined as follow:

Definition 3. Security levels
(1) Private Level. The Private Part of a CAD model

is closed to all the other users.
(2) Limited Public Level. The Limited Public Part

of a CAD model is only shared with the autho-
rized users but inaccessible to other unautho-
rized users.

(3) Public Level. The Public Part of a CAD mode
is public to all the others.

The Private Part and the Limited Public Part should
be determined by the model owner. Different Levels
are encrypted hierarchically by keys from different key
spaces and different parts of the same level are en-
crypted by different keys from the same key space. The
encrypted CAD model would be sent to the users who
would share the model, and the related key which is
sent with the encrypted CAD model is the authoriza-
tion to share the related part of the CAD model.

3.2. Partial decryption

This component is used to decrypt the shared parts
of the CAD model. In the remote site, when a shared
CAD model is received, it is decrypted partially ac-
cording to the authorization from the model owner.

3.3. Key space DB

The key space DB stores two key spaces which are
matrixes and used to generate the encrypting key. Ac-
cording to the security levels, the two key spaces are
given as follows.

Definition 4. Private Key Space. It is used to generate
the encrypting key for the encryption of the Private Part

Definition 5. Public Key Space. It is used to generate
the encrypting key for the encryption of the Limited
Public Part.

3.4. Generation of encrypting key

This component is used to generate the encrypting
key. According to the key spaces, two types of keys are
defined as follows.

Definition 6. Private Key. The key is used to encrypt
the Private Part.

Definition 7. Public Key. The key is used to encrypt
the Limited Public Part.
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4. Random invertible decimal matrix based partial
encryption method of the CAD model

According to the fundamental principle of the cryp-
tology, the goal of the cryptology is to prevent the in-
formation leakage in the information dissemination.
The initial information (plain-text) is transformed to
a group of special signs (encryption) which should
not be understood by the unauthorized users follow-
ing some designated rules, and the transformed signs
(cipher-text) can just be recovered by the authorized
persons (decryption). The authorization means the user
gets the decrypting information (key) legally [56,57].
Nowadays, most of the CAD systems are feature based.
As thus, for a CAD model, the partial shape and fea-
tures contain abundant design knowledge (design se-
mantic, design parameters, etc.) which is confidential
to the competitors. Therefore, the partial shape and fea-
tures are the plaintext of a CAD model needed to be
encrypted.

A CAD model is made up of various features in a
certain order and structure. The features can be classi-
fied according their sketches as follows: The first kind
of feature is created based on one or more sketches,
and the sketches decide the shape of the feature and
finally affect the partial shape of the CAD model di-
rectly, such as the extrusion, sweep and so on; The sec-
ond kind of feature is created without any sketch, and
this kind of feature is always dependent on the other
features, so its shape is affected by the sketches of the
other features indirectly, such as a chamfer, draft and
so on. As thus, the encryption of sketches can change
the shape and features of CAD models, and the confi-
dential information (such as design parameters, seman-
tics and knowledge) of the CAD model can be hidden
effectively.

4.1. Encryption of sketch

A sketch is composed by sketch elements (such as
line, arc, curve and so on) and constraint elements
(such as two parallel lines, a fixed vertex and so on).
Therefore, the sketch (S) can be represented as For-
mula (1)

S =

m⋃
i=1

ei ∪
n⋃

j=1

cj (1)

ei denotes a sketch element of S, and cj denotes a con-
straint element of S.

The sketch elements contain the design parameters
and decide the shape of the sketch, the encryption of
the sketch can be achieved by the transformation of the
sketch elements, and the sketch elements are the plain-
text in the encryption of sketch. Since a constraint lim-
its the change of sketch element but does not decide the
shape of the sketch, in order to transform the sketch,
the constraint elements should be moved. The sketch
without constraint elements can be described as For-
mula (2)

S′ = S −
n⋃

j=1

cj =

m⋃
i=1

ei (2)

The shape and parameters of S′ is the same to those
of S. For the encryption of S′, the plaintext is

⋃m
i=1 ei.

It is known that the sketch elements can be changed
by a transition matrix. The encryption of S′ can be de-
scribe as Formula (3)

S′
encrypted =

m⋃
i=1

(ei ×A) =
m⋃
i=1

e′i (3)

A is the transition matrix, and
⋃m

i=1 e
′
i is the cipher-

text of S′.
Finally, the encryption of S is as Formula (4)

Sencrypted =

⎧⎨
⎩S′

encrypted,

n⋃
j=1

cj

⎫⎬
⎭

=

⎧⎨
⎩

m⋃
i=1

(ei ×A),

n⋃
j=1

cj

⎫⎬
⎭

(4)

A random invertible matrix is given as the transition
matrix. Since the matrix is invertible, the cipher-text
can be recovered by the inverse matrix of the transition
matrix directly. On the other hand, considering the in-
vertible matrix is random, it is difficult to be cracked.
At last, in order to improve the randomness of the ma-
trix and limit the position change of the sketch, the val-
ues of the elements in A are in the (−1, 0)∪(0, 1). The
transition matrix (A) is defined as follow.

Definition 9. Transition matrix A

(1) A =

∣∣∣∣∣∣
a11 a12 a13
a21 a22 a23
a31 a32 a33

∣∣∣∣∣∣ ;
(2) |A| �= 0, {aij|aij ∈ (−1, 0) ∪ (0, 1), i ∈ [1, 3],

j ∈ [1, 3]}
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The encryption algorithm of a sketch is detailed as
Algorithm 1.

Algorithm 1. Random invertible decimal matrix
based encryption algorithm of sketch:
Sketch_Encryption (s, A)
Input:
1. The sketch S
2. The encrypting random invertible decimal matrix

is A =

∣∣∣∣∣∣
a11 a12 a13
a21 a22 a23
a31 a32 a33

∣∣∣∣∣∣
Function:
1. Retrieve the element set of S: E_set{ei}n1
2. Retrieve the constraint set of S: C_set{cj}m1
3. Record the C_set{cj}m1 in the auxiliary file
4. for (int j = 0; j < n; j ++)

{
5. get the coordinate set of ei: Co_set{cok}m1
6. for (int s = 0; s < m; s++)

{
7. if cos+1 is in a 3D coordination system
8. {co′s+1 = cos+1 ×A

= (x(s+1), y(s+1), z(s+1))

∣∣∣∣∣∣
a11 a12 a13
a21 a22 a23
a31 a32 a33

∣∣∣∣∣∣
}

9. else if cos+1 is in a 2D coordination system
10. {(co′s+1, zs+1) = (cos+1, 1)×A =

(x(s+1), y(s+1), 1)

∣∣∣∣∣∣
a11 a12 a13
a21 a22 a23
a31 a32 a33

∣∣∣∣∣∣
}

}
11. get the new coordination set of ei:

Co_set′{co′k}m1
12. create the new element e′i by Co_set′{co′k}m1

}
13. get the new element set of S: E_set′{e′

i
}n1

14. Create the encrypted sketch S′ by the
E_set′{e′

i
}n1

15. Return (S′)

An example shown in Fig. 5 is used to illustrate the
above algorithm. The CAD model contains a sweep
feature (F ), and F contains two sketches {S1, S2}, in
which S1 is a 2D sketch and S2 is a 3D sketch. Fig-
ure 5(a) is the initial CAD model, Fig. 5(b) is the initial
S1 and Fig. 5(c) is the initial S2.

The sketch element set (E1_set{}) and the con-
straint set (C1_set{}) of S1 are as follow:

E1_set{ei}41 =

{(line1, (−27, 30), (−35, 20)), (line2, (27, 30),

(35, 20)), (arc1, (0, 20), (35, 20), (−35, 20))

(B_spline_curve1, (−27, 30), (−22, 40),

(−35, 45), (0, 80), (35, 45), (22, 40), (27, 30))}
C1_set{ci}61 =

{(P2, fixed), (P4, fixed), (P6, fixed),

(P7, fixed), (P12, fixed), (P13, fixed)}
The sketch element set (E2_set{}) and the con-

straint set (C2_set{}) of S2 are as follow:

E2_set{ei}11 =

{(3D_curve, (0, 0, 0), (10, 10, 10),

(30, 40, 50), (90, 100, 200))}
C2_set{} = NULL

A random invertible decimal matrix is given as fol-
low:

A =

⎡
⎣ 0.931 0.874 0.936

0.254 0.539 0.172
0.673 0.511 0.902

⎤
⎦

According to the random matrix based encryption
algorithm, S1 is encrypted as Fig. 5(e) and the S2 is
encrypted as Figs 5(f) and (d) show the final encrypted
CAD model.

The decryption is the inverse process of the random
invertible decimal matrix based encryption. The detail
of the decryption algorithm of sketch is as Algorithm 2.

4.2. Partial encryption algorithm of CAD models

The CAD model is composed by a group of features,
and it can be represented as the Formula (5).

M =

n⋃
i=1

Fi (5)

The M denotes a CAD model, Fi is the ith feature
of M . A feature is generated by the related sketches
and parameters in a certain modeling rule. M can be
described as the Formula (6).

M =

n⋃
i=1

Fi =

n⋃
i=1

⎛
⎝mi⋃

j=1

Sij ⊗
si⋃

k=1

Pik

⎞
⎠ (6)



250 X.T. Cai et al. / Encryption based partial sharing of CAD models

Algorithm 2. Decryption algorithm of sketch:
Sketch_Decryption (S′, A)
Input:
1. The encrypted sketch S′

2. The encrypting random invertible decimal matrix is

A =

∣∣∣∣∣∣
a11 a12 a13
a21 a22 a23
a31 a32 a33

∣∣∣∣∣∣
Function:
1. Retrieve the element set of S′: E_set′{e′

i
}n1

2. for (int j = 0; j < n; j ++)
{

3. get the coordination set of e′i: Co_set′{co′k}m1
4. for (int s = 0; s < m; s++)

{
5. if co′s+1 is in a 3D coordination system
6. { calculate the inverse matrix of A: A−1 =

1
|A|

[
a22a33 − a23a32 a13a32 − a12a33 a12a23 − a13a22

a23a31 − a21a33 a11a33 − a13a31 a13a21 − a11a23

a21a32 − a22a31 a12a31 − a11a32 a11a22 − a12a21

]
7. cos+1 = co′s+1 ×A−1 = (x′

(s+1), y
′
(s+1), z

′
(s+1))

× A−1}
8. else if co′s+1 is in a 2D coordination system
9. {cos+1 = ((x′

(s+1) − a31), (y
′
(s+1) − a32))[

a22 −a12
−a21 a11

]
1

(a11a22 − a21a12)

}
}

10. Recover the coordinate set of ei:
Co_set{cok}m1

11. Recover the element ei by Co_set{cok}m1
}

12. Recover the element set of S: E_set{ei}n1
13. Get the constraint set of S: C_set{cj}m1 from

the auxiliary file
14. Recover the encrypted sketch S by the

E_set{ei}n1
15. Return (S)

Sij denotes the jth sketch of Fi, Pik denotes the kth
parameter of Fi, and ‘⊗’ denotes the modeling rules.

For the CAD model (M ), {Fi}n1 denotes its feature
set, and a part of M can be described as {Fi}kj , (1 �
j � k � n). The CAD model can be also represented
as the Formula (7).

M =
n⋃

i=1

Fi =

(
j−1⋃
i=1

Fi

)⎛
⎝ k⋃

i=j

Fi

⎞
⎠
(

n⋃
i=k+1

Fi

)

(7)
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Fig. 5. Example for the encryption of the sketch.

According to the Formulas (4), (6) and (7), the par-
tial encryption algorithm of a CAD model can be rep-
resented as the Formula (8)

Mpartial_encrypted ={(
g−1⋃
i=1

Fi

)(
s⋃

i=g

(
mi⋃
j=1

( uij⋃
s=1

(eijs ×A)
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⊗
si⋃

k=1

Pik

))(
n⋃

i=s+1

Fi

)
,

s⋃
i=g

(
mi⋃
j=1

( wij⋃
r=1

cijr

))}
(8)

According to the Formula (8), the result of the par-
tial encryption of the CAD model contains two parts,

(
g−1⋃
i=1

Fi

)(
s⋃

i=g

(
mi⋃
j=1

(
uij⋃
s=1

(eijs ×A)

⊗
si⋃

k=1

Pik

))(
n⋃

i=s+1

Fi

)

means the final encrypted CAD model, and

s⋃
i=g

(
mi⋃
j=1

(
wij⋃
r=1

cijr

))

means all the initial constraints of a CAD model. When
a CAD model is encrypted, all the initial constraints of
the CAD model have been stored independently for the
recovery of the CAD model.

4.2.1. Encryption and decryption of single feature
The encryption of the single feature is the basis of

the partial encryption of a CAD model, and the detail
encryption algorithm and decryption algorithm are as
follows.

Algorithm 3. Encryption algorithm of feature: Fea-
ture_Encryption (F )
Input:
1. The initial feature: F
2. The encrypting matrix: A
Function:
1. Retrieve the type of the initial feature: F
2. Retrieve the sketch set: S_set{si}n1
3. for (int j = 0; j < n; j ++)

{
4. Record the constraint information of si in the

auxiliary file
5. s′i = Sketch_Encryption ( si , A )

}
6. Get the encrypted sketch set S′_set{s′i}n1
7. Recreate the feature base on the S′_set{s′i}n1 : F ′

8. Return (F ′)

Algorithm 4. Decryption algorithm of feature:
Feature_Decryption (F ′)
Input:
1. The encrypted feature: F ′

2. The encrypting matrix: A
Function:
1. Retrieve the type of the encrypted feature: F ′

2. Retrieve the sketch set: S′_set{s′i}n1
3. for (int j = 0; j < n; j ++)

{
4. si = Sketch_Decryption (s′i, A)
5. Get the constraint information of si from

auxiliary file and add it to the si
}

6. Get the decrypted sketch set S_set{si}n1
7. Recover the initial feature base on the

S_set{si}n1 : F
8. Return (F )

Algorithm 5. Screening algorithm of the encrypting
features: Screening (F_setselect{}, F_setshare{})
Input:
1. Select the encrypting features interactively:

F_setselect = {f_selecti}n1
2. Select the sharing features interactively:

F_setshare = {f_sharej}m1
Function:
1. Create the Feature Dependent Graph (FDG) of

M
2. The intersecting feature set which can not be en-

crypted: F_setintersect = NULL
3. The final feature set which can be encrypted:

F_setscreen = NULL
4. for (int k = 0;K < m;K ++)

{
5. for the feature F whose id is f_sharek, re-

trieve
the ids of F ’s parent features

6. add the ids in to F_setintersect{}
}

7. for (int p = 0; p < n; p++)
{

8. if f_selectp ∈ F_setintersect{}, delete
f_selectp from {f_selecti}n1

9. n−−
}

10. F_setscreen = F_setselect

11. Return (F_setscreen)
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Fig. 6. The example for the selection of the encrypted features.

4.2.2. Screening algorithm of the encrypting features
According to the intention of the CAD model owner,

all the features selected should be encrypted. However,
sometimes, direct encryption of the selected features
may lead to the sharing failure of the other parts, be-
cause some selected features may be the parent of the
features in the sharing part and the encrypting trans-
formation of the parent features may lead to the shape
and position change of the features in a sharing part. In
order to ensure the sharing of the other parts without
affection, the selected features should be screened.

For the CAD model (M ), according to the depen-
dent relation of the features in M , a Feature Dependent
Graph (FDG) can be created (as Fig. 6(a)). Based on
the selected features, sharing features and dependent
relations, the features of M can be classified into four
parts as follows.

– Selected feature: The features which are selected
as candidate encrypted features.

– Sharing feature: The features which are needed to
be shared by the other users.

– Intersecting feature: The feature is a Selected
Feature, meanwhile, it is also a Sharing Feature
or the parent of some Sharing Features.

– Irrelevant features: The features excluded from
the above three types

In order to maintain the sharing part for other users,
the intersecting features should be excluded from the
feature set needed to be encrypted. As Fig. 6(b), the
purple shadow region shows the intersection features,
meaning the F6 and F8 can not be encrypted. The
screening algorithm of the encryption features is as Al-
gorithm 5.

4.2.3. Partial encryption of the CAD model
Because of the dependent relations, the later features

may be influenced by the encrypting transformation of
the former features. The encrypting order must be from
a later feature to the former feature. Based on the For-
mula (8) and the above algorithms, the partial encryp-
tion algorithm of the CAD model is detailed as Algo-
rithm 6.

Algorithm 6. Encryption algorithm of partial CAD
model: Partial_Encryption (M )
Input:
1. The initial CAD model: M
Function:
1. Add the basic information into the auxiliary file
2. Generate the encrypting key: K =

Key_Generation() //described in the next section
3. A3×3 = Matrix_Generation(K) //described in

the next section
4. F_setscreen{} =

Screening (F_setselect{}, F_setshare{})
5. Arrange the F_setscreen{} according to the cre-

ating order of features from the former to lat-
ter in the feature tree and get the new partial
order encrypting feature set F_setencrypt{} =
{f_encrypti}n1

6. for (int q = n; q > 1; q −−)
{

7. Add the feature id into the XML
8. Feature_Encryption ( f_encryptq )

} //Generate the encrypted CAD model: M ′

9. Add the K into auxiliary file
10. Return (M ′)

For the same reason, when decrypting the CAD
model, the decrypting order is converse to the encrypt-
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ing order. The partial decrypting algorithm is as Algo-
rithm 7.
Algorithm 7. Decryption algorithm of partial CAD
model: Partial_Decryption (M ′)
Input:
1. The encrypted CAD model: M ′

Function:
1. Get the basic information from the auxiliary file
2. Get the encrypting key: K
3. A3×3 = Matrix_Generation(K) (described in

the next section)
4. Get the encrypting feature set Fselect_set =

{f_selecti}n1 from the auxiliary file
5. Arrange the Fselect_set = {f_selecti}n1 according

to the creation order of features from the former
to latter in the feature tree and get the new par-
tial order encrypting feature set Fdecrypt_set{} =
{f_decrypti}n1

6. for (int q = 1; q < n; q ++)
{

Feature_Decryption (f_encryptq)
} //Generate the decrypted CAD model: M

7. Return (M )

4.2.4. Auxiliary file
For the partial encryption of a CAD model, some

important information should be stored independently.
The information is recorded in an auxiliary file (in this
paper, a XML file is used as the auxiliary file). The
auxiliary file includes the following three kinds of in-
formation.

(1) Basic information: The IDs of source site and
the target site

(2) Encrypting information: The IDs of the encr-
ypted features and the constraints of the sketches
in the encrypted features.

(3) Encrypting Key: The Key for this encrypted
model

Figure 7 shows the example of the auxiliary file.

4.2.5. Time complexity of encryption/decryption
According to the algorithms of sketch encryption/

decryption, if a sketch contains n points, the coordinate
transformation is executed for n times in the sketch en-
cryption/decryption, so that the time complexity of the
sketch encryption/decryption is O(n).

Because the encryption/decryption of CAD models
is based on the encryption/decryption of its sketches,
if a CAD model contains m sketches, the sketch en-

Fig. 7. The example of the auxiliary file.

cryption/decryption is executed for m times. As thus,
for the encryption/decryption of CAD models, its time
complexity is O(n2).

5. Generation of the encryption key

5.1. Dual-key mode

According to the security principle in the encryp-
tion based communication system, in order to prevent
cryptanalysis, it needs: 1) The encryption is at least se-
cure in computation; 2) The security of the informa-
tion relies on the security of the key; 3) The encryption
algorithm fits all the elements in the key space. Based
on the security principle, a dual-key mode is proposed.
The dual-key is made up of the key space and the en-
crypting key, the encrypting random invertible decimal
matrix is generated by the encrypting key space and the
key. The Key Space is defined as follow.

Definition 10. Key Space (KS)

(1) KS = Mn×n =

⎡
⎢⎢⎢⎢⎢⎢⎢⎣

a11 a12 a13 . . . a1n

a21 a22 a23
...

a31 a32 a33
...

...
. . .

...
an1 . . . . . . . . . ann

⎤
⎥⎥⎥⎥⎥⎥⎥⎦

(2) n > 3, {aij|aij ∈ (−1, 0) ∪ (0, 1), i ∈ [1, n],
j ∈ [1, n]

(3) For any two elements of Mn×n : (aij , apq), if
(i �= p ∪ j �= q), then (aij �= apq)
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Fig. 8. Generation of random invertible decimal matrix.

If a CPD task is initiated, a Public Key Space is gen-
erated: KSpublic. When a new user is added in the task,
the KSpublic is backup locally, and at the same time a
Private Key Space is generated locally: KSprivate.

Before the encryption, the encrypting key is gener-
ated from the key space, which is defined as follow.

Definition 11. Encrypting Key (K)

(1) K = {(ki1, ki2)|(ki1 ∈ [1, n], ki2 ∈ [1, n])}91
(2) if (((ki1, ki2) ∈ K) ∪ ((kj1, kj2) ∈ K) ∪ (i �=

j)), then ((ki1, ki2) �= (kj1, kj2))

(3) f

(
A3×3 =

⎡
⎣ b1 b2 b3

b4 b5 b6
b7 b8 b9

⎤
⎦ ∪(bi =

a(ki1,ki2)inKS)

)
, then (|A3×3| �= 0)

Based on the KS and K , the final random invertible
decimal matrix can be generated. The generation algo-
rithms of the encrypting key and matrix are as the Al-
gorithm 8 and Algorithm 9. And the Fig. 8 shows the
generation process of the encrypting key and matrix.

Algorithm 8. Key generation algorithm:
Key_Generation()
Function:
1. If the part of the CAD model is private
2. { Get the KSprivate;
3. Generate the Kprivate according to the definition

of the Encrypting Key
4. }
5. Else
6. { Get the KSpublic;
7. Generate the Kpublic according to the definition

of the Encrypting Key
8. }
9. Return the Encrypting Key: K

KSprivate Kprivate_i Private Part i

Held by model owner

KSpublic Kpublic_j Limited Public Part j

public

Encrypted 

Sent to the other user as 
the authorization 

Decrypted by the 
authorization

KSpubu lic KpKK ubu lic_j__ Limited Pubu lic Part j

pubu lic SSSSeeeennnntttt ttttoooo tttthhhheeee ooootttthhhheeeerrrr uuusssseeeerrrr aaaassss
tttthhhheeee aaaauuuutttthhhhoooorrrriiiizzzzaaaattttiiiioooonnnn

DDDDeeeeccccrrrryyyrrrrrr pppptttteeeedddd bbbbyyy tttthhhheeee
aaaauuuutttthhhhoooorrrriiiizzzzaaaattttiiiioooonnnn

KSprivate KpKK rivate_i Private Part i

Held by model owner Encryr pted

Fig. 9. Key based authorization mechanism.

Algorithm 9. Generation algorithm of encrypting ma-
trix: Matrix_Generation(K)
Input:
1. The encrypting key: K
Function:
1. If the CAD model is local model and the de-

crypted part is Private Part
2. {
3. Get the local KSprivate

4. Generate the encrypting matrix according the
K and KSprivate

5. }
6. Else
7. {
8. Get the KSpublic

9. Generate the encrypting matrix according the
K

and KSprivate

10. }
11. Return the encrypting matrix: A

5.2. Different levels of security

According to the security levels defined above, when
a CAD model is partially encrypted, the related key
space is selected to generate the encrypting key accord-
ing to the security level of the related part.

5.3. Key based authorization mechanism

In order to control the access of the protected parts
flexibly, a key based authorization mechanism is pro-
posed as Fig. 9.

Before a CAD model is shared, the Private Parts and
Limited Public Parts are selected by the model owner,
and every part is encrypted by different keys. (1) For
the Private Parts, they cannot be decrypted by any other
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Table 2
Key spaces for different security levels

Security level Protected part Key space Key
Private level Private part Private key space Private key
Limited public level Limited public part Public key space Public key
Public level Public part No key space No key

Fig. 10. Collaborative design of a plane engine.

Fig. 11. Encrypting analysis of the air cylinder.

users except the model owner, considering the Private
Key Space is only kept by the model owner. (2) For one
of the Limited Public Parts, if the model owner wants
to authorize any user to access it, he/she can send the
related key (K) to the user as the authorization, consid-
ering the Public Key Space is backup by all the uses in
CPD. Any one getting the authorization can decrypt the
related Limited Public Part, but the others who do not
get the authorization cannot decrypt it. Therefore, the
authorization can be controlled flexibly by the model
owner based on the encrypting key.

5.4. Security analysis

Because of the random invertible matrix based en-
cryption and the dual-key mode, the existing attacks is
invalid for the method presented in this paper, the se-
curity analysis is detailed as follows.

(1) Because the encryption method proposed in this
paper is not based on the periodic matrix but
the random invertible decimal matrix, various
attack methods for the periodic matrix based
transformation of graph are invalid for the en-
cryption method proposed in this paper.

(2) Since the encrypting key is generated temporar-
ily when a CAD model is encrypted, the en-
crypting keys are different each time. The most
dangerous “Known Plaintext Attack” and “Cho-
sen Plaintext Attack” for the periodic matrix
based transformation of graph are also invalid
for the encryption method proposed in this pa-
per.

(3) The order of the Key Space is n, and the ele-
ments of the Key Space are m decimal, the ran-
dom invertible decimal matrix has O(10mn2

)
possibility. If the ‘n’ and ‘m’ are large enough,
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a.initial model b.selection of encrypted 
features by designer

c.selection of sharing 
features by designer

d.analysis of encrypted features by FDG
e. encrypting order

 of features

f.final encrypted model
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Fig. 12. The partial encryption of Part 1.

the random invertible decimal matrix cannot be
guessed.

(4) The encryption method proposed in this paper
is based on the dual-key mode, as thus, the en-
crypted CAD model cannot be decrypted if any
one of the Key Space and Encrypting Key is
captured by the others. It can guarantee the se-
cure transmission of the encrypted CAD model.

6. Case study

A real example (based on the SolidWorks 2010) is
given as the following to verify the architecture, meth-
ods and algorithms presented in this paper.

In this case, there are two distributed sites for an
OEM and a Supplier. In the two sites, a plane engine
is designed collaboratively. During the process of the
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Fig. 13. The partial encryption of Part 2.

Fig. 14. The partial encryption of Part 3.

collaborative design, the cylinder model created by the
supplier should be shared by the OEM, as Fig. 10.

When the Supplier adds into this task, two Key
Spaces are generated as follows:

Mprivate =⎡
⎢⎢⎣

0.786 0.775 0.997 0.654 0.954 0.221 0.002 0.886
0.102 0.790 0.323 0.993 0.811 0.013 0.225 0.336
0.961 0.497 0.308 0.746 0.675 0.265 0.354 0.874
0.634 0.654 0.253 0.234 0.457 0.875 0.946 0.120
0.523 0.886 0.673 0.563 0.647 0.321 0.903 0.773
0.674 0.324 0.653 0.776 0.997 0.610 0.110 0.222
0.562 0.887 0.769 0.394 0.700 0.801 0.831 0.654
0.265 0.654 0.882 0.999 0.231 0.001 0.300 0.911

⎤
⎥⎥⎦

Mpublic =⎡
⎢⎢⎣

0.986 0.215 0.347 0.674 0.994 0.991 0.202 0.546
0.002 0.120 0.113 0.893 0.941 0.321 0.987 0.361
0.747 0.254 0.651 0.003 0.871 0.132 0.942 0.431
0.887 0.199 0.965 0.804 0.213 0.563 0.845 0.009
0.345 0.873 0.837 0.575 0.080 0.777 0.043 0.227
0.823 0.285 0.979 0.747 0.879 0.021 0.190 0.011
0.654 0.748 0.548 0.901 0.606 0.090 0.033 0.119
0.802 0.356 0.776 0.345 0.920 0.391 0.237 0.999

⎤
⎥⎥⎦

For the supplier, some CAD models of the air cylin-
der contains important confidential information which
is closed to the other designers, and some CAD models
of the air cylinder should be shared by the OEM for the
assembly analysis, as Fig. 11.

Both Part 1 and Part 2 contain some Private Informa-
tion, so they should be encrypted by the Private Key.

– Partial encryption of Part 1
The generated Encrypting Key and matrix of the
Part 1 are as follow.

A3×3_private1 =

⎡
⎣ 0.997 0.102 0.457

0.321 0.001 0.300
0.354 0.120 0.886

⎤
⎦ ,

keyprivate1 = {(1, 3), (2, 1), (4, 4), (5, 6),
(8, 6), (8, 7), (3, 7), (4, 8), (1, 8)}

The partial encryption of the Part 1 is as Fig. 12.
Figure 12(a) shows the initial model of the Part
1 and its feature tree; Fig. 12(b) shows the se-
lected features of the Part 1 by the creator (the
blue region); Fig. 12(c) shows the sharing features
of the Part 1 needed by the OEM (the red region);
Fig. 12(d) is the screening of the final encrypted
features based on the FDG; Fig. 12(e) shows the
final encrypting array and its encrypting order of
the Part 1; Fig. 12(f) shows the final partial en-
crypted result of Part 1.

– Partial encryption of Part 2
The generated Encrypting Key and the encrypting
matrix of Part 2 are as follows.
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Fig. 15. An example for the encryption based secure partial sharing of the CAD model.

A3×3_private2 =

⎡
⎣ 0.786 0.654 0.110

0.231 0.773 0.308
0.253 0.225 0.997

⎤
⎦ ,

keyprivate2 = {(1, 1), (4, 2), (6, 7), (8, 5),
(5, 8), (3, 3), (4, 3), (2, 7), (1, 3)}

The partial encryption of Part 2 is as Fig. 13.
Part 3 is needed by the OEM for assembly anal-
ysis and contains some Limited Public Part, so it
should be encrypted by the Public Key.

– Partial encryption of Part 3
The generated Encrypting Key and the encrypting
matrix of Part 3 are as follows.

A3×3_public =

⎡
⎣ 0.986 0.254 0.606

0.011 0.999 0.345
0.202 0.651 0.546

⎤
⎦ ,

keypublic = {(1, 1), (3, 2), (7, 5), (6, 8),
(8, 8), (5, 1), (1, 7), (3, 3), (1, 8)}

The partial encryption of the Part 3 is as Fig. 14.
After the partial encryption of the air cylinder, it

is sent to the OEM for sharing as in Fig. 15. In the
supplier the partial encryption doesn’t influence
the assembly of Part 1, Part 2 and Part 3. When the
encrypted model of air cylinder is sent to OEM,
the Part 3 is partially decrypted for the assembly
analysis, and Part 1 and Part 2 are not partially
decrypted for their Private Information.

7. Conclusion

In this paper, an encryption based partial sharing ap-
proach for a CAD model is proposed. The character-
istics and contributions of this new approach are sum-
marized as follows:

(1) A random invertible decimal matrix based par-
tial encryption method for a CAD model is pro-
posed. The sketches of the confidential parts
are transformed randomly by a random invert-
ible decimal matrix. The confidential informa-
tion can be hidden by the shape change of the
confidential part which is achieved by the trans-
formation of the sketches. Based on this method,
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the encrypted parts are decided by the model
owner flexibly.

(2) A dual-key mode is developed for the genera-
tion of the encrypting keys. The mechanism can
improve the security of the key transmission.
Based on the dual-key mode, two key spaces
(Private Key Space and Public Key Space) are
designed for the different levels of security. Also
a flexible key based authorization mechanism
for partial access of CAD model is adopted, the
model owner can authorize the user to share any
Limited Public Part flexibly according to the re-
lated encrypting key.

The partial encryption method of an assembly model
is proposed as future research topic.

(1) The partial encryption method proposed in this
paper is based on the single CAD model. Al-
though the screening algorithm of the encrypt-
ing features ensures the successful assembly of
the CAD model, partial encryption of the assem-
bly is achieved by the partial encryption of the
features one by one. Therefore, a partial encryp-
tion method of assembly model should be pro-
posed in future. Based on this method, a group
of CAD models in the assembly model can be
selected to be encrypted, and the assembly fea-
tures of every CAD models can be excluded au-
tomatically which can ensure the successful as-
sembly of the encrypted CAD models.

(2) Different from the single CAD model, the struc-
ture of the assembly model is the important in-
formation to be protected in the partial sharing
of the assembly model, the partial encryption
method of assembly model should have the ca-
pability of hidden the partial structure of the as-
sembly model.
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